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Call for Insurers to Strengthen Cyber Resilience
Leading figures from across the insurance and cyber security sector have issued a unified call to action 
for insurers to strengthen their cyber resilience in response to rapidly-evolving threats.

Intersys, a leading provider of cyber security and IT solutions for the insurance sector, recently brought 
together senior cybersecurity, underwriting and risk management professionals to address pressing 
challenges facing the sector.

At a roundtable hosted by Intersys, industry leaders warned that insurers must move beyond reactive 
approaches and implement more robust, proactive risk management strategies to counter growing 
cyber threats, principally those involving or targeting:

•	 ransomware attacks – it being observed that 60% of businesses affected by ransomware shut 
down within three years

•	 outdated systems

•	 Multi-Factor Authentication (MFA) limitations

•	 quishing (QR Code Phishing) – noted to be a particularly rapidly-growing attack vector, 
increasing from 0.8% of phishing attempts in 2022 to 12.4% in 2024

•	 evolving cybercriminal tactics

Intersys business development lead Tim King observes that threat actors “only need to succeed once”.

“Whereas, businesses must remain vigilant at all times,” he says.

“The risk-reward balance has shifted, making cybercrime an attractive option for criminals, with the 
likelihood of getting locked up for armed robbery higher than being arrested for cybercrime.

“The industry must prioritise proactive security measures to mitigate this risk as, rather worryingly, 
GCHQ [the United Kingdom’s Government Communications Headquarters] says significant numbers in 
the insurance sector use out-of-date Windows.” 

Intersys head of security Jake Ives observes that while a “strong starting point”, MFA “isn’t foolproof”.

“Cyber criminals are becoming increasingly sophisticated, stealing access tokens and bypassing 
security protocols,” he says.

“The insurance sector needs to continuously adapt to these threats.”

Neo Ventures venture partner Douglas Robare says the roundtable was his first introduction  
to “quishing”.

“It’s a reminder that while we’re used to spotting phishing E-mails and texts, fake QR codes are now a 
real threat,” he says.

“The event was an excellent opportunity to discuss key cyber security challenges, particularly around 
data management, legacy systems and the growing risks as AI tools become more prevalent in the 
insurance industry.”
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Devonshire Underwriting head of contingent risks Robin Muir emphasises that cyber security “must 
be embedded in the DNA of every insurance business – from MGAs [managing general agents] to 
insurers and brokers”.

“As the industry becomes increasingly interconnected through data feeds and application programming 
interfaces, the risk landscape is evolving at an unprecedented pace,” says Mr Muir.

“Proactive, robust cyber measures are critical to protecting sensitive data and maintaining operational 
resilience. The insurance sector must stay ahead of emerging threats by fostering continuous dialogue 
and collaboration with cyber security experts, ensuring that best practices evolve alongside the risks 
we face.”

Please view the Intersys website.
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